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A quick introduction to ETSI and STF 584
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About ETSI - Bringing people together... \" Y
V' Independent, non-profit standards organization
V'  Officially recognized by the European Union to support EU regulation 017
. : : members ETSI
V¥ 30 year track record of technical excellence in the ICT sector e SNAPSHOT
¥ Founding Partner Member of both 3GPP and oneM2M 22: 725
S undordevom(trarzst
\% b f | = -100 ................. face-m?taw 1839
Over 910 members from 65 countries over 5 continents todimkal groopd ‘mestings  partipas
V' Diverse community: private companies, research and academia, e
governments, public bodies, societal stakeholders 11 398
eMeetings eParticipants
Jan-Feb.2020 Jan-Feb.2020
¥ Over 48 000 standards published to date, 2 600 annually @ETSI ES
. Secretariat ose0 Vo France partnerships
¥ 17.5 million downloads annually — All standards are free of charge 124
nalioml!ig
¥ Over 90 technical groups holding more than 4 000 (e) meetings per year
¥ More than 50 conferences and interop events per year

STF 584 - Conférence Internet des Objets et Al 4



To design tomorrow’s digital world
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About ETSI - At the heart of digital...

5G
loT / M2M

Cybersecurity
Network Virtualization
Multi-access Edge Computing

Automated Network
Management

Artificial Intelligence

Blockchain

Quantum (Compute & Key)

AR/VR/XR

..and many others

Committees, Projects & other groups

dband Radio Access

Access, Terminals, T issit
and Multiplexing (ATTM)

Integrated broadband CABLE
telecommunication networks
(CABLE)® @ @

Environmental Engineering (EE)

EMC and Radio Spectrum
Matters (ERM)

Core Network and
Interoperability Testing (INT)

Mobile Standards Group (MSG)
[}

Reconfigurable Radio Systems
(RRS) @

Smart Card Platform (SCP)
( X}

User Group (USER)

Networks (BRAN)
Lk X J

Cyber Security (CYBER)
L J

eHEALTH
HEALH)@ @ ©

Electronic Signatures and
Infrastructures (ESI)

:me)lllgent Transport Systems
ITS,
e

Methods for Testing &
Specification (MTS) @

Railway telecommunications
fMooeeoeo

Satellite Earth Stations &
Systems (SES) @ @

Speech and multimedia
Transmission Quality (STQ)
L J

EBU/CENELEC/ETSI on
Broadcasting (BROADCAST)

Digital Enhanced Cordless
Telecommunications (DECT)
000

Emergency Communications

(EMTEL) @ @

Human Factors (HF)
o o

Lawful Interception (LI)

Network Technologies (NTECH)

Safety (SAFETY)
o0

Smart Body Area Network
(SmartBAN)® @@ @

TETRA and Critical
Communications Evolution

(TCCE) @ @ @

SmartM2M TC is the hosting TC for the STF
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ETSI Partnership Projects

Third Generation Partnership Project

(3GPP) @

GY

A GLOBAL INITIATIVE

oneM2M (oneM2M)
® o

one §
wM

Industry Specification Groups

Reality F k
(ARF)
000

Europe for Privacy-Preserving
Pandemic Protection (E4P)

5th Generation Fixed Network
(FSG)
@

pean Common inft
sharing environment service
and Data Model (C(OM) @ @ @

Experiential Networked
Intelligence (ENI)

IPv6 integration (IP6)

millimetre Wave

(mWT)® @

Operational energy Efficiency
forUsers (OEU) @ =~ @

Securing Artificial Intelligence
(sAl) @

Open Source Group

OpenSource MANO (OSM) @

Fi

Virtualisation (NFV) @

Permissioned Distributed Ledger
(POL) @

Zero touch network and Service
Management (V) @ @

cross-cutting Context
Information Management (CIM)

Encrypted Traffic Inspection
(ETI)
€]

Multi-access Edge Computing
(MEC) " @ @

Non-IP Networking (NIN)
[}

Quantum Key Distribution
(axD) @
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ETSI Specialist Task Forces

What is an STF?

¥ Specialist Task Forces (STF) are teams established to support the ETSI Technical structure to accelerate
the production of standards urgently required by the ETSI Members or the European Commission (EC)
and the European Free Trade Association (EFTA).

¥ STFs give ETSI a competitive advantage by making readily available the technical competence to quickly
develop standards needed by the market and/or to implement European Union policies.

Why use an STF?

¥ STFs can be requested by a Reference Body (Technical committee, ETSI Project, ETSI Partnership Project,
Special Committee, Industry Specification Group), when the development of a standard requires specific
technical competence not available in the Reference Body and/or the time scale cannot be achieved
with the normal voluntary contribution of the delegates.

Who does the work?

¥ The Reference Body is responsible for the technical guidance of the STF. The ETSI Secretariat provides
assistance for financing, recruitment of experts, establishment of contracts, project management,
document editing, IT and logistic support

¥ The drafts produced by the STF will then be submitted to the normal approval process relevant to that
type of standard.
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ETSI Specialist Task Force (STF) 584 Em((((')j\
Artificial Intelligence for loT Systems -

Objectives

¥ Provide an initially validated architecture that describes how IoT systems can make use of Artificial
Intelligence (Al) and Machine Learning (ML) for the management and interpretation of loT devices data

¥ Identify the requirements for the extension/adaptation of oneM2M in order to better integrate Al/ML
technigues and ensure that the associated management of data is well handled by the |oT Service Layer

Tasks

vV T2 |dentification of Architecture Evolutions

v T3 Proof of Concept
vV T4 Dissemination towards oneM2M and the loT community

Deliverables
¥ ETSITR 103 674: SmartM2M; Artificial Intelligence and the oneM2M architecture

¥ ETSI TR 103 675: SmartM2M; Al for loT: A Proof of Concept
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How it is done \ Y

Work started on January 2020 and to be finished by the end of December 2020.

Experts
¥ Mahdi Ben Alaya, Sensinov Emmanuel Darmois, CommLlLedge
¥ Ricardo Vitorino, Ubiwhere Ken Figueredo, More with Mobile
¥ Joao Garcia, Ubiwhere
Milestones
A Detailed specification of use cases: early draft of ETSI TR 103 674 29 February 2020
B Architecture evolutions: stable draft of ETSI TR 103 674 30 April 2020
C Use cases for Proof of Concept: early draft of ETSI TR 103 675 29 May 2020
Architecture evolutions: final draft of ETSI TR 103 674
D PoC architecture: stable draft of ETSI TR 103 675 18 June 2020
E Final use cases implementation approved by ETSI/CTI 30 September 2020
Final use cases implementation presented and discussed with oneM2M
F Deliverables and Final report approved by TC SmartM2M 30 October 2020
G Deliverables published and STF closed 31 December 2020
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An overview of oneM2M
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oneM2M Partnership Project S

Over 220 member organizations in oneM2M J

ETSI/T___
=2

[atis'%] [(T& ]

(2 oppeec] (FRgeod]  [voma)

www.oneM?2M.org

All document are publically available
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Highly fragmented market with small vendor-

specific applications.

Reinventing the wheel: Same services developed

again and again.

Each silo contains its own technologies without

interop.

Building

Existing
ICT infra

Dedicated
devices

Existing

ICT infra

Dedicated
devices

The oneM2M simplification approach

Security

Existing
ICT infra

Dedicated
devices
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* End-to-end platform: common service capabilities
layer.

Interoperability at the level of communications
and data.

Seamless interaction between heterogeneous
applications and devices.

Invert the pipe

Converged ICT infra
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Applications .

IAPI*

Operating System .
.

oneM2M Common Service Layer in a nutshell

A software “framework”

Located between the M2M applications and
communication HW/SW that provide connectivity

Provides functions that M2M applications
across different industry segments commonly need
(eg. data transport, security/encryption, remote software update...)

Like an “Android” for the Internet of Things

But it sits both on the field devices/sensors and in servers
And it is a standard — not controlled by a single private company
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Common loT key problems solved by oneM2M

Application
area

Data

Interoperability

Connectivity

ETSI7__ O\

oneM2M provides globally standardized interfaces for the Application developers
(device and cloud)
oneM2M enables Application portability

oneM2M provides services towards the Application (Application —Registration & -
Discovery, Subscription & Notifications Services, Secure Communication, Device
Management etc...

oneM2M enables Device portability (a Device can be connected to any Infrastructure
solution)

oneM2M stores data in case of lack of connectivity
oneM2M can controls the devices usage of connectivity (When, how often
communication happens)

STF 584 - Conférence Internet des Objets et Al 13
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oneM2M Common Service Functions

loT Application

wM Service Layer
Layer

Group Communication

Registration Discovery Security Management Management

oneM2M Common

Se rvices Laye r Data Subscription & Device AppllcaFlon &
Management & Service

e Notification Management e

Network Service
Exposure

Service Charging Semantics Transaction
& Accounting Management

Location

Connectivity Layer
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oneM2M Architecture

Reference Point One or more interfaces - Mca, Mcn, Mcc and Mcc’ (between 2 service providers)
Common Services Entity Provides the set of "service functions" that are common to the M2M environments
Application Entity Provides application logic for the end-to-end M2M solutions

Network Services Entity Provides services to the CSEs besides the pure data transport

Node Logical equivalent of a physical (or possibly virtualized, especially on the server side) device

Application

Service

| S I R W

Application Service Node Middle Node Infrastructure Node Inf. Node

STF 584 - Conférence Internet des Objets et Al 15
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The STF 584 Work Approach
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Challenge: enhance Al/ML performance, scalability and
reusability through common service enablers

Traditional Approach Scalable & Developer-friendly Approach

Concentrates all intelligence in the Application Creates a bi-directional abstraction layer between Applications and the
layer with limitations on replicability underlying technologies for data and sensor management.

. . * Knowledge & Rules-based Al . . .
Appllcatlon * Signal Processing/Machine Learning Appllcatlon .
* Service layer functions
I API
* Registration
@ Common Services Layer [Ecokatiiasiv
* Data management
* Subscription/Notifications
| API | API ¢ QOther common services

Knowledge & Rules-based Al
Signal Processing/Machine Learning

Application has to ingest and store data Developers can use a standard APl in combination with a
Subscription/Notification service to use data when notified of changes

STF 584 - Conférence Internet des Objets et Al 17



Impact on oneM2M Service Layer Capabilities

Knowledge
Rules-based
Al

Signal
Processing /
Machine
Learning

Device/Data
Management

Reasoning

* Rule-based
e Pattern recognition

Decision Making

¢ Recommendations
* Automated actions

Supervision

* Meta reasoning
* Federated reasoning

Explainable Al

* Causal inferencing
e Fault-tree analysis

Data Processing

e Filter
* Normalise or

Contextualise

* Feature extraction
* Fusion/Machine Learning

(combine streams)

* Data mining/

unsupervised learning

Knowledge
Representation

* Pattern recognition/

Classification

* Symbolic mapping/

representation

* Data mining/ supervised

learning

Data Sourcing

* |dentity Management
* Authentication
* Signal + Metadata
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Opportunities for oneM2M
Service Layer Capabilities

Convert Al/ML capabilities
into CSF “as-a-service”
capabilities in the CSL

Feed CSL data or resource-
related information up to
applications in order to
improve Al/ML performance
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The Proof-of-Concept
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Some elements of the PoC
Three Use Cases to be implemented
¥  Use Case 1 on Fault detection will address more specifically measurements (implemented on oneM2M)
¥ Use Case 2 on Visual recognition will address more specifically images (implemented on oneM2M)
¥  Use Case 3 on tweets classification will address more specifically textual content (implemented on openMTC)

Some ideas to test

¥ Al/ML CSF “as-a-service” capabilities in the CSL
¥ Configurable fault-detection functions (rule-based and ML based)
¥ Configurable classifier CSF

¥ Applications of service-layer/CSF parameter data

¥ Store and manage CSF performance data to establish trustworthiness profile in combination with static AE credentials
(e.g. security maintenance history)

¥ Combine semantic information with resource tree and discovery functions to create digital twins to enable explainable
Al

STF 584 - Conférence Internet des Objets et Al 20



Use Case 1
Detailed description

In this use case, an loT module will be prototyped for fault detection and isolation of lIoT device data in a smart building environment
using both a rule-based fault detection and a self-learning fault detection algorithm based on e.g. statistics sliding window approach. The
rule-based approach would be based on available manufacturer datasheets including rules if available. The self-learning algorithm is

based on determining trend vectors and comparing such vectors with longer term historic data.

* Fault detection
configuration

* Receive notification when
anomalies are detected

Application

API

Fault detection: Rule-
based / ML-based
Layer Accept Fault detection
configuration from AEs
* Send notification to AEs

Common Services

Sensor

e Manufacturer * Measurements
worksheets

oneM2M CSF DEPENDENCIES

Data management: extend oneM2M resources
(e.g. containers, flexContainers, etc.) with fault
detection attributes.

Application and Service Layer Management:
Extend the oneM2M MCA interface to support

configuration of fault detection parameters
(CRUD)

Discovery: Discover resources based on fault
detection attributes (Extend filter criteria with

fault detection attributes)

Subscription and Notification: Notify an
application when an anomaly is detected

Security: Define dedicated access control

policies related to fault detection, creation,
configuration and notification.

STF 584 at SmartM2M Al Ad-hoc Meeting

NEW ML/AI CSF REQUIREMENTS

Rule-based fault detection CSF: configurable
service that detect faults based on predefined
rules and notifies an application when it detects
anomalies in the data (data loss, spikes, crossing
of thresholds, etc.)

ML-based fault detection CSF: configuration
service that detect faults based on ML
algorithms (e.g. exponential smoothing, auto-
regressive Integrated Moving Average (ARIMA),
etc.) and notify an application when it detects
anomalies in the data.
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Entities and main components in Use Case 1
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Blue boxes show the interactions that are achievable with oneM2M platform without any changes

[ J
* Green boxes show new interactions that do not currently exist in oneM2M and need to be specified and
implemented for this use case.
“““““ =
aimin || e S Data

Container creation
including a fault
detection policy

Fault detection
processing and
notification

Create Container

Container Created

Store Container

Create Content Instance

Store Content Instance

6 ______________________
Content Instance created

Detect Faults

Content Instance stored

Notification

Fault detected

Acknowledgment

STF 584 - Conférence Internet des Objets et Al

Regular Content
Instant creation
from a sensor
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Al as a Service in oneM2M
A prior experiment with IBM Watson

(e]

‘LOEI
ooo

Prepare images

An experiment by sensinov

¥ A high-level architecture with She
an interworking proxy

¥ The interworking proxy
supports multiple classifiers: og 1B
predefined and custom
models

Analyze images
Use the built-in capabilities
or your own custom models.

Train and create
new models

Prepare training data

Sort images into positive
or negative images Upload your examples

as training data.

v

View Results
Review the insights into
your visual content.

ETSI7__ O\
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Making use of
IBM Watson
Visual
Recognition
service

¥ The Watson Visual Recognition

Service is integrated with the fmrge
oneM2M platform @ 7
An inspiration for the "
implementation of use case 1 m
¥V A more CSF-centric is a target oneM2M oneM2M
of the PoC Camera  ADN CSE

N
Classification/
Face detection

, @ 3/ Watson
Classification/ Visual Recognition

Face detection

STF 584 - Conférence Internet des Objets et Al
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Use Case 2
Detailed description

Detection of patterns in video and camera streams enables users to identify scenes, objects, and situations in images uploaded to
the service using aims visual recognition based on Artificial Intelligence and Machine learning. Subjects and objects contained in an
image are automatically identified, organized and classified into logical categories in order to provide add high added value services

in cities such as car vandalism and fire detection.

* Visual recognition
configuration and training

* Receive notification
related to relevant
scenes, objects, and
situations.

Classifier
CSF

e Predefined-classification /
Custom classification

Layer * Accept classification

configuration and training

data from AEs

Send notification to AEs

Common Services

(g

Training data Camera

s

* Smart City images

oneM2M CSF DEPENDENCIES

Data management: use existing oneM2M
resources (e.g. containers, flexContainers, etc.)
or create new ones to store training images, real
images coming from cameras, and the result of
the classification.

Application and Service Layer Management:
Extend the oneM2M MCA interface to support
the configuration and train of the visual
recognition service (CRUD).

Discovery: Discover resources based on the
visual recognition attributes (Extend filter
criteria with image classification attributes,
types, etc.)

Subscription and Notification: Notify an
application when a car vandalism is detected
within the city

Security: Define dedicated access control
policies related to visual recognition creation
configuration and notification.

STF 584 at SmartM2M Al Ad-hoc Meeting

NEW ML/AI CSF REQUIREMENTS

Predefined-classifier CSF. The CSF comes with a
predefined and pretrained classifier for Object
detection, Object tracking, Semantic
Segmentation, Instance Segmentation, etc.).

Custom classifier CSF image classification CSF.
Allow an application to create its own classifier
and train it to implement specific visual
recognition use cases.
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Use Case 3 Ers:‘////\\\
Detailed description

Data will be obtained from a tweet dataset to train the model and from a mobile app where citizens can report occurrences
and other incidents within the city. This text data will be cleaned by a custom-made Common Service Function before being
fed to the application entity where the classification models reside. When an incoming occurrence is classified as reporting a

disaster, an alert will be generated.

___________________________________________________________________________________________________________________

Connecuvm
Occurrence Management °  GlVe Veclorization NL“pp m M m m
* DNN/LSTM Classifier

o R - o DS S| SO e USSR oS (RS (NS OPRPRS et P S| S I S RS

- -"- -

H
Instantiate Service

; - E 1 5 S Send text occurrence
S . L * Text Data Cleaning (typos, urls, emoijis, : ' ' P
Common Services La yer stop words, html, punctuation, etc) i Send text occurrence
* Language configuration : ' i |

: i Send text occurrence | | |
API API E : ) : : 5
T ' E ; Clean Data i 5 ;

] : : Instantiate Service

S

4

4

Send clean text

i

E Classify text E

* Database * Tweets (or other types : i
with source of messages) that might ' E
data indicate disasters ' |
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Conclusions and next steps
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Next steps

Proof-of-Concept
¥ Implementation of the 3 Use Cases util end of September

¥ Source code available on the ETSI forge
V¥ Experiment reported in ETSI TR 103 675

Feedback on the Architecture
V¥ Description of generic Al-based CSFs with architecture implication

v Will be incorporated in ETSI TR 103 674

Validation/dissemination with oneM2M
V¥ Proposed creation of new Work Items based on the results of the STF
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Thank you for your attention!

STF584: https://portal.etsi.org/STF/STFs/STFHomePages/STF584

Contact Details: Emmanuel Darmois, CommLedge
emmanuel.darmois@commledge.com
+33632515393
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