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Software represents a large part of the development of Autonomous Vehicle, yet,
most of it is not V&V...
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Software represents a large part of the development of Autonomous Vehicle, yet,
most of it is not V&V...

... with dramatic consequences...
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_ Autonomous Velg Sof’rwure
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Software represents a large part of the development of Autonomous Vehicle, yet,
most of it is not V&V...

... with dramatic consequences...

wh||e V&V is used for some of these complex (but not quite autonomous) systems
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Software Validation and Verification

'~ Require formal models and mathematically /logically sound
“checking” techniques

— formal models (e.g., FSM, 10 automata, Petri nets, timed
automata, situation calculus, synchronous systems, etc)

— checking by reachable state exploration (e.g. model
checking), logical induction (e.g. theorem proving, sat solving,
etc) or runtime verification

— complete methods, over approximation, stafistical methods,

elc...
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V&V on Robotic Software

Check that the autonomous shuttle drives safely e.q.:
—  Plan is safe and executable
—  Stop in time when an obstacle has been detected
—  The door does no open while moving
—  Path following remains in bound

— Check that the vehicle has a consistant perception/
action loop

—  Speed command is produced “timely”
— Laser scan - freq and range

—  Speed control - freq and value

—  Time for an emergency stop
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Decisional Level Decisional Level — Decisional Level —

- Fundional Level - - Fundtional Level - -
v

Functional Level

RWLSensor Navigation Teleop
Task: o
POM Maneuver NHFC sense 200 ms LightLvl -r:zili(g.ate 200 ms Task:
Tl f Task: Services: SBrvices: check 100ms
as :IO Ehe Task: Task: CheckLight GotoP .'t' Services:
Services: plan ; - otoPosition
. exec main ResetLightsSeq GotoNode Teleop
perm, add_me — Services: Service: o — UnstowSensor Stop Stop
. Igltt perm Init < StowSensor
Taskf filter W° OP ) Servo T — Teleop
Services: ayPoint Stop 9 Cmd
perm TakeOff
Nav Attribute Service
A graph Function Serv.[ce
desired cmd Activity Service v -I’C]-St;fgl |9\AL_Bat-h (Ba—thl
state velocity, |
pose PFCmd |
¥ anticollision | GenoM3 Componerts
Localization/POM PotentialField SafetyPilot fusion |
Task: io 10ms Tack-
Services: Task: T?IST:AO ;I;?ssi‘c()'n‘l oms speed :
erm, add_me ; pilo ms _
’ S Servces: Services: | limit I [follower
GPS . ffaskifiiter SetParams SetParams [Pk, L > o <
dist 10ms Stop - ».| Task: 20ms
ose S StartTrackTargetPort <4 add_limiter -
p Services: SpeedMergeAnd
\ 4 StopTrackTa follow
pTrackTargetPort idObstacl /j
GPS mikrokopter camera = s 44 feedback| Services:
\ 4
MU | cmd x2 front ar*i back \_/ fsc:!:w_path
ask: Task:
Task: main comm = CC- CC-
main Services: Services: main straight q on_path real_path| [command
Services: e perm Services: e AT speed_) Task: 40ms
- : calibrate_imu connect ervices: heok limit | check
Init ; Monitor iy Services:
start monitor S GPS IMU domet Scan Services: ervices:
servo top eme perm
perm
stop GPSDriver IMUDriver RobotDriver LaserDriver A odometry|-
Task: Task: ot sk Task: ﬂ \ A
aser
update 100ms Update 100ms gg,?,:e"y Zg:;"and ;can. 100ms scan_ low level
Services: Services: Services:  Services: CEINTIEEES \ / =
SetParams* SetParams* TrackOdoS  TrackSpee SetParams™ Task: ap Task: 20ms
ConnectDevice ConnectDevice SI::ckOdoS %_sa‘:k“spee gonnectDevtce Ims_1xx vehicle_state command
Measure Measure o dStop sf:"SCan Task: 40ms Services: Services:
Stop Stop P scan perm perm
Services: connect_can openDoors
acquire closeDoors
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V&V models: Different situations over a
complete autonomous system

Formal models: decisional : planning
(e.g. UPPAAL, model checking), monitoring,
FDIR, observing

Learned models: Reinforcement learning models,
perception models, etc.

Specification models: Software engineering models: e.q.
GenoM3, Oroccos, MAUVE, RobotML, efc.

Programming directly the Model: Orccad, Scade, etc.

No Model...
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Decisional models .
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) Take e, WOVAFTU Planning Monitoring

Planning | A 5 i

)ON

—— Temporal Planning etng | oseernng
—  TALPlanner [3], IxTeT, IDEA/T-ReX [2] '

(CSP und STN) ™y !\:/I]o MTer:“euver Task: N_::(?
° Y ;JLC’ZS: _me n p:rr‘]/icesz ei;f\(/:ice: ey :
1 Model checking e (G | | e
ofe o eog e /ices: WayPoint e(;vo
—  State reachability from the initial — = | e -
Situuﬁon Goal deliverMail (int room) iztsz;id y?clrggry/
{ o o
- 1 double x, y;
UPPAAI'-TIGA ggtliiogliiCyoordinates(room, &x, &y); N —
° i ( y ); z is
— LAAS from IxTeT action model, P avin conterOnDoorts 71 N (=
\ pter camera

. . with sequential execution previous, MU | _
(planning and execution) [1] terminate in 0:0:30.0; AR E |
spawn speak(“Xavier here with your mail”) e e main

— (NR together W"h APSI (plun with sequential execution centerOnDoor, R colbratemu connect e

terminate at monitorPickup completed; \velocity, - servo eRE

Che(king und exe(UﬁO“) spawn monitorPickup() ] ——| stop

with sequential execution centerOnDoor;

Acting P AR
——TDL / Livingstone and SMV [4] (Model t"—tﬁ;“?g/'lf"\{%—? 5

Checking) [ =\
——Situafion Calculus Planning/Acting formalism 8

[5] [I1Y.Abdeddaim, E. Asarin, M. Gallien, F. Ingrand, C. Lesire, and M. Sighireanu,“Planning Robust Temporal Plans ,A Comparison Between CBTP and TGA Approaches,”
International Conference on Automated Planning and Scheduling, 2007, no. Providence, RI.

[2] F. Py, K. Rajan, and C. McGann,“A Systematic Agent Framework for Situated Autonomous Systems,” International Conference on Autonomous Agents and Multiagent
Systems, 2010.
[3] P. Doherty and J. Kvarnstram, “TALplanner:A temporal logic-based planner;,” Al Magazine, vol. 22, no. 3, p. 95,2001.

LAAS [4] R.Simmons and C. Pecheur, “Automating Model Checking for Autonomous Systems,” presented at the AAAI Spring Symposium on Real-Time Autonomous Systems, 2000.

CNQS / [5] W.Burgard,A. B. Cremers, D. Fox, D. Hahnel, G. Lakemeyer, D. Schulz,W. Steiner, and S.Thrun, “The interactive museum tour-guide robot,” National Conference on
Artificial Intelligence, 1998, pp. | [-18.
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Decisional models

Observing: DyKnow .,

——1 Comprehensive and coherent approach e o
for ObserVing Qualitative spatial relations 1 ﬁ\ g';r\‘lices: Ziii E;‘;

Planning Monitoring

Acting

state T Service: Services:
( 3 / Goto perm Init
Qualitative Spatial . Servo
WayPoint

—— They build on a stream based formalism R

0N process: — , =) €
i \ state velocit
p . Geographic | Road objects Formula states erEer e y
Progression

Information > Anchoring
o ege o System | Formula events
——  primitive, refinement, configuration, —
mediation processes
) @ mikrokopter camera
— policies over processes (temporal - oo

li m
H erm erm
co n S"‘u i niS) Hegzgpmt:triztlate | Helicopter state C:::ienr\ztsi:)a:e | |:| Sensor " Egisrate*imu Eonqtect f/le;rr\]/:;::rs:
[ Process velocity |  servo menter Stop
. / stop
—— Data flow architecture (somewhat — oo

orthogonal to control flow architecture like

Knowledge Process ) e i S
GenOM) Ms stream %ﬁgrnr__ﬁ K
—— Still an interesting formalism which e [

potentially opens a large field for V&V

LAAS N F. Heintz, J. Kvarnstrom, and P. Doherty, “Bridging the sense-reasoning gap: DyKnow-Stream-based middleware for knowledge
CNRS processing,” Advanced Engineering Informatics, vol. 24, no. |, pp. 14-26,2010.
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Directly using Formal Framework

Planning Monitoring

~ Synchronous approach
— Orccad (Esterel) [1,2]

N . exec main
Services:

perm, add_me sEE — Service: Services:
ni :
Init
Task: filter - Goto e S;rvo
Services: WayPoint Stop

- SCADE/ Lustre * DrilhoveTo 0

CloselmagerMoveTo ();

[

CloselmagerMonitor() Il
DrillExtractSample()

o Signul [3] ]vv]atchingAIarmdo
—  (locks

—  Data flow

GPS )
pose

GPS

Task:
main
Services:
Init

desired )
state

cmd
velocity

dist

"\ mikrokopter

IMU

actual |
velocity | servo
stop

| Task: Task:
main comm
Services: Services:
perm perm
calibrate_imu connect
start monitor

camera

Task:
main
Services:
Monitor
Stop

[1] B. Espiau and K. Kapellos, “Formal verification in robotics:Why and how?,” ROBOTICS RESEARCH- ..., 1996.
[2] T. ). Koo, B. Sinopoli, A. Sangiovanni-Vincentelli, and S. Sastry, “A formal approach to reactive system design: unmanned aerial vehicle
flight management system design example,” Computer Aided Control System Design, 1999. Proceedings of the 1999 IEEE International

Symposium on, pp. 522-527, 1999.

LAAS

// [3] E. Marchand, E. Rutten, H. Marchand, and F. Chaumette, “Specifying and verifying active vision-based robotic systems with the
CNRS SIGNAL environment,” International Journal of Robotics Research, vol. 17, no. 4, pp. 418432, 1998.
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No model... Still can extract
rebuild it

Robot navigation

1 /%@

or

in (0€comv ~Vector2DSet{polygon data,

&& \unrelated (polygon data,

&& \unrelated (directions data,
@madifies result data[:directions len —1]

 Code is written with D A,

polygon _len,
directions len,

@requires directions _len — 1 <= result_len_max && 0 <= rbuffer &&
${let V= ~Vector2DList{directions data,

directions_len}
polygon len}) A
(sorted-by (Avy v. angle vi v € {¢p. 0< pAPp<m}) V) A(WeEsetV.|v|=1) }

result data, .
result data, result len max)

directions len — 1};

1 P= "Vector2DList{polygon _data, pol;gon_len};

12 R= "Vector2DList{directions data,

directions len};

correctness conditions in : 2= ~VastertOliot{ lreceiote, dots . Ghrainlont,

14 in SAFETYZONE N (angle-sector ~Vector2DR{&directions data[0]}
“Vector2DR{&directions data[directions len —1]})

the code as pre- and "

13 SAMSStatus sampling( comst Vector2D * polygon data,

post-conditions :

C scan-field R E }

Float32 radius,

const Vector2D =+ directions _data,
Int32 * result_ data,

result len max)

Int32 polygon_len,

Int32 directions_len,

Int32 result _len_max );

— Very tedious (you have to [ momossouee o

annotate all the functions you want to
prove) e

—— In[1] the authors show that this o

Static analysis,

MISRA check

Y

(
L

Syntactic front end ]

Abstract syntax

Denotational semantics

J Semantic
kernel

Syntax-directed

1

3

_.[
(

rule application v

Proof rules

)

Verification conditions

Automatic or

Correctness

interactive proof“

approach was accepted by the german

Object code

—» Correctness proofs

cerfification authority 1EC 61508 (SIL3) — swemestusiomnes

&

Tactics }

Isabelle

LAAS / [1] H.Taubig, U. Frese, C. Hertzberg, C. Luth, S. Mohr, E.Vorobey, and D.Walter,“Guaranteeing functional safety: design for provability

CNRS
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and computer-aided verification,” Auton Robot, vol. 32, no. 3, pp. 303—-331, Dec. 201 I.
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From specification models to formal models

| — | _
— Functional level : GenoM o )

Specification: Model- |
—  Modules

. r Driven Software
— Services (control flow) Engineering
— Ports (data flow)
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From specification models to formal models

— Functional level : GenoM
—  Modules

— Services (control flow)
— Ports (data flow)
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CNRS -~
© Félix Ingrand, LAAS/CNRS, 2018

Specification: Model-
Driven Software
Engineering

/ Decisional Level

Services:

Services:

( )
unctional Level

_______
ervices:  gervice:

ttttt

Services:

veloci

Monitor




From specification models to formal models

/Detisionul Level
| C | "
— Functional level : GenoM o ’ ’ N B
Specification: Model- |
— Modules —
C Canyi ( trol ﬂow) riven oftware
CrVIESS 10N Engineering
— Ports (data flow) N
— BIP (Verimag)
: Formal Methods/ |— T1& | &
Fiacre/TINA (LAAS/VerTICS) S

— UPPAAL (UPPsala & AALborg
University)
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From specification models to formal models

Decisional Level

(@\ i il
)
Q

— Functional level : GenoM

Specification: Model-

- MOdUIGS . Fondional Lovel
, Driven Software
— Services (control flow) Engineering
— Ports (data flow)
— BIP (Verimag)

Formal Methods/
Frameworks

— Fiacre/TINA (LAAS/VerTICS)

— UPPAAL (UPPsala & AALborg
University)
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Specéﬁw'

S idl & .gen

e Getigend ot

- Services
(automata)

- Port

.=codels & WCET (

v
lio
Ices: o
‘ pemil, add_me ol
L Maneuver
tfi
lice Task: Fask:
n | plan bxec
.| Services : Bervice:
Init :
Goto P HFC
WayPoint
TakeOff Task:
main
|Services:
Init
Stop
W cmd
veIOC|ty

vamelp  \

S
AT = VI HATNE PRl ¢ Sees
(NG (wariter « Lion
pront ( . —
. S _wop
. d—_ A
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Templates

1

pocolibs module l

pocolibs/server

=
ROS Comm module

T S — e - ——

»
O Sy —

.Srv .action

.

ros/client/ros e ——

N ~ openprs/dient Y/, . :
lib_Wodels lib_oprs_client }/

" , OpenPRS OPs L OpenPRS supervisor '




o | —_—
v

= Specéi | 3
o idl & igen

‘,.N...l add _me

pocolibs module |

” Maneuver
NN [ R - pocolibs/server
s (qutomata) o | s
e o le @ WCET o e pocolibs/client/c L
| - Port " ' lib_c chent'

i w cmd
<Velocity

. -Task (perlod) e \ ros/dlient/c

ros/server

| ROS .msg
/ Srv.acion | S
ros/client/ros \EE s —

——— / S T r— — —_

/ ,, P s OpenPRS supervisor '
. openprs/client

lib_Nodels | M - seIt
v - TINA mode

v d

lib_BIP_Engine . BIP module ]
—'\ ( _

BIP model *~ 5
- s D-Finder “( '" ;

UPPAAL model

Fiacre model

. v Wy s
)
- - ) AR AL ) )
,-,-mj per— weat 4 e O 3 )
{ - S ‘
! ("poslet » DEMO_MACHING LOMGTW/Z §1
Spociaf « DEIMD_MACHMING _LENCTWZ) .
eturn domo TOO_ T RE_ARAY |

) [
l Foasn — SPOALLIN - LOn ate ponit
)

CNRS ' =X skeleton '
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P1 p2(z)

D1

@ X = assign—value ()

full

Basic

|nterut'

G: (p1.z > 0)&&(p2.y > 0)
Fup : z = Maz(p1.z, p2.y)

Fgown 1 P1.T =p2.y = 2

° p3(2)
@

ion
\pl—(fﬂ')‘ p2(y)

Senderl

Sender2

7

Priorit

Max2: S2.17< Max1: s1.7

v ={s1.r,s2.1}

Max1 Max2

e ¢ e

s1 r S92

_—

LAAS

‘ get ‘ next ‘

Encoder

CNRS
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port type IntPort (int x)
port type ePort ()

atomic type Basic
data int x = 0
export port ePort p; () is p;
export port intPort p(x) is po

place empty
place full

initial to empty

on p; from empty to full
do { x = assign-value();}
on py provided [x > 0]
from full to empty
end

connector type Max (intPort p;, intPort po)
data int z
define [ pips |

on pip; provided (p;.x > 0) && (p2.y > 0)
up { z = Max (p1.x , p2.y);}
down { pi.x = po.y =z ;}

export port intPort p3(z)

end

connector Max1l (sy, 7)
connector Max2 (sa, 7)

priority maximal if (s;.x > s9.x)
Max2 < Max1

ﬁ;omic type Encoder
export port intPort get
export port intPort intPort next
port intPort enc, compute

port intPort ency,

clock x unit millisecond

place ¢
place ¢
place ¢

initial to qo

Ol ge 0) 1V O _(
when x in [0, -] eager
on rom .

o O
when x in [50,60] delayable

on o irom ¢ 1o

when x in [0,50] delayable|

Qn next trom g0 £o g0

[when x in [100,120] delayable ]

reset x
nd

BIP Model example

Sender

p'gl(Z)

Max2 Lpg (2)

(compound type Sender

component Basic Sendl
component Basic Send2
component Basic Send3

connector Max Max1(Senderl.ps,Send2.ps)
connector Max Max2(Max1.p3,Send3.ps)
connector Singleton Singl (Sendl.p;)
connector Singleton Sing2 (Send2.p;)

export port Intport p, is Max2.ps
export port Intport p} is Send3.p;

end

13



A template that produces the BIP
model of any GenoM component
specification

timer clock ¢

o 7z < e [

exam |e - J |
. - 3 resfree

/* plan timer */ ,’_‘

atom type TIMER_navigate_gotopositiont

clock c¢ unit millisecond
export port Port tick()

place loop = .
initial to loop

resfree |0

@ pause
l interrupb

tick

md1) inv =0

beginmd1

nwes
on tick N
from loop to loop '
provided (c>=200.0)
do{c=0;}

end { v

Invariants extragtio

Runtime Checki

101
LAAS
CNRS

skiprid1

skipmd1

gpinst1
¢ begin

clock ¢|

@ pause

c<
@ interrupted

@ finished

gpinst2
¢ begin

ngine

© Félix Ingrand, LAAS/CNRS, 2018

Functional Level

RWLSensor
Task:

sense 200 ms
Services:
CheckLight
ResetLightsSeq
UnstowSensor
StowSensor

Localization/POM
Task: io 10ms
Services:

perm, add_me

Task: filter
10ms
Services:
perm

Navigation Teleop
Task: _
navigate 200 ms Task:
Services: cheqk 100ms
GotoPosition .Srelrwoes:
GotoTarget S(; eop

Stop op

(v

arget

PFCmd
PotentialField
Task:
plan 100ms
Services:
SetParams
StartTrackTargetPort
StopTrackTargetPort

IMU @melw

Teleop
Cmd

joystick

Attribute Service
Function Service
Activity Service

SafetyPilot

Task:

pilot 40ms
Services:
SetParams*

Stop
SpeedMergeAnd
AvoidObstacles

o

md

Gc\

an
PSDriver IMUDriver RobotDriver LaserDriver
Task: Task: Task: Task: Task:

odometry command

update 100ms Update 100ms 25ms 40ms gcan_ 109ms
Services: Services: Services: Services: ervices: ;
SetParams* SetParams* TrackOdoS  TrackSpee SetParams*
ConnectDevice ConnectDevice tart dStart ConnectDevice
Measure Measure gi°k°d°s Zr;g;s;)ee Scan
Stop Stop StopScan




Run Time Verification with RT BIP Engine

WCET violation in PotentialField: \
PF command: 1 0.900901 m/s, a -22.167183 deg/s.
[GenoM3] PotentialField Exiting
PotentialField codel service StartTrackTargetPort compute speed codel
with ::PotentialField::write_ cmd.
[BIP ENGINE]: WARNING: state #465945 and global time 58s764ms506usP07ns:
violation of the following timing constraint
ROOT.Compound PotentialField .PotentialField .StartTrackTargetPort| Potential

Field inst 1: 050 oromd

[ B I P ENGINE ] Loca!ization/POM PotentiaIF;'eId Sa;'etyP"Iot

ROOT .Compound_PotentialField_.PotentialField .StartTrackTargetPort| Ppsmos" - e

Field inst 1 resume [ -INFTY, 58s763ms841lus48ns ] . Sarices” Setparams
[GenoM3] PotentialField Calling gﬁw StopTackTagaor %%mgg N

PotentialField codel service StartTrackTargetPort write cmd codel. i1 3 1

Cmd

Cycle period violation in POM:

[BIP ENGINE]: WARNING: state #1905764 and global time
2min57s370ms722us604ns: violation of the following timing constraihnt
ROOT.pom. timer filter:

[BIP ENGINEKE]: ROOT.Compound pom.timer filter invariant [ -INFTY,
2min57s363ms458us605ns ]

LaserDriver

Task:
scan 100ms
Services:
SetParams*
ConnectDevice

Scan
StopScan

Stop the robot when LaserDriver scan is delayed:
[BIP ENGINE]: state #165351: 1 interaction:
[BIP ENGINE]: [0] ROOT.Scan Failed: SafetyPilot Req Stop() Monitor| reporti)
] 26s591ms324usl08ns, +INFTY ]

[BIP ENGINE]: —choose [0] ROOT.Scan Failed: SafetyPilot Req Stop()
Monitor.report() at global time 26s591ms324us109ns

[GenoM3] SafetyPilot Calling SafetyPilot activity MergeAndAvoid stpp codel.
[GenoM3] SafetyPilot Exiting SafetyPilot activity MergeAndAvoid stpp codel
with ::SafetyPilot: :ether.

LAAS

CNRS _~ \\¥ 41/
” 5
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GenoM to UPPAAL

Functional Level

RWLSensor Navigation Teleop
Task: Task:
sense 200 ms navigate 200 ms Task:
Services: Services: check 100ms iovstiok
CheckLight - Services: joystic
- | GotoPosition
ResetLightsSeq Teleop
GotoTarget
UnstowSensor /Sto Stop
StowSensor P
[ ] [ ] / Teleop
target cmd
Function Service
Activity Service
[ [ ] PFCmd
l Localization/POM PotentialField SafetyPilot
Task: io 10ms
Services: Task:
Task: .
perm, add_me pilot 40ms
read_pose_port_ gl:rr;ilg(s).ms Serotteap
: i . tP. 2
begin_navigate_Navigation? TRl il SetParams el
100 StartTrackTargetPort S
!po |tS[POS€3] turn_navigate_Navigation.name GotoPosition_Navigation && Services: StopTrackTargetPort Spe-edMergeAnd
e.xf(.) wa_navigate_Navigation.inst == instance && perm AvoidObstacles
x==108 =P, turn_navigate_Navigation.status == RUN_Navigation
port_reading[Pose]:= true,
[ ] =0 ports[Pose]:= true Cmd
[ lock_navigate_Navigation:= fals&;
x:=0
Pt 6ad_pose_port_52 pause_read_pose_port_
X
q +=0 x==10
=10 — .
< N 5 T ports[Poset= false execute_path lock_navigate Nawigation:= true
x== —Path_
x==10 x
lock_naVigate_Navigation:= true, o IMU @’"@ Scan/
x==1 x==100 finished |navigate_Navigation:= true, x:=0 write target _ _ s
ports[Pose]:= false —aroet IMUDriver RobotDriver LaserDriver
x:=0, lock_navigate_Navigation:= true, . .
ports[Posef:= false, finished_navigaté\Navigation:= true Task: Z?jikrhetry I?)?:;-nand Task:
portsiTagget]:= false 3 #te_Navigation:= true, Update 100ms 25ms 40ms ann‘ 100.ms
finisheg/havigate_Navigation:= true Iports[Target] Services: Services: Services: ervices: ;
exe! lock_navighte Nayigation:= true, SetParams* TrackOdoS  TrackSpee SetParams”
X:=t0 inited[Target] ports[Target]:= fa|se ConnectDevice ConnectDevice tart dStart ConnectDevice
port_inited[Target]:= true, TrackOdoS  TrackSpee Scan
x==1 he d ports[Target]:= true Measure Measure top dStop StopS:
stark 2 S end_ — Stop Stop opScan
_ lock_navigate_Navigation:= true @ ==
_J finished_navigate_Navigation:= true, N x==
=1 ports[Pose]:= false,

lock_navigate_Navigation:= true,
finished_navigate_Navigation:= true,
perts[Pose]:= false, , .
portg[Target]:= false !ports[Pose] /* usg
'ports[Target]

ports[Target]:= false

ports[Pose] /* uses (in) the port Pose of the component pom */ &&
Iports[Targgt]

Pose of the compdnent pony*/ &&

exe!
x:=0,
x:=0, port_reading[Poge]:= true,
port_reading[Pos€|]l:= truéurn_navigate_Navigation.name < GotoPositiopr’ Navigation & ports[Pose]:= tfue, =0
ports[Pose]:= trug, turn_navigate_Navigation.insg£= instance && port_inited[Tafget]:= true, ports[Tardet]:= false

port_inited[Target]]:= trueurn_navigate_Navigation status == RUN_Ng¥igation
ports[Target]:= trlie

ports[Target}.= true
lock_navigate_Naviggtfon:= false,
x:=0

begin_nayijate_Navigation?

fite_target 2

x<=5
x==5

lock_natigate_Navigation:= true,

finish€d_navigate_Navigation:= true,

ports[Pose]:= false,

pdrts[Target]:= false turn_navigate_Navi
turn_navigate_Navi

ation.name == GotoPosition_Navigation &§
ation.inst == instance &&

turn_navigate_Navigation.status == STOP_Navigation inter_navig
inter_navigate_Navigation?
lock_navigpte_Navigation:= false, ports[Target]:= false lock_navipate_|j
x:=0 x:=0

turn_navigate_Navig,
turn_navigate_Navig

lon.name == GotoPositio
ion.inst == instance &&

x:=0,
port_reading[Pose]:= true,

ports[PoseT= _ sfop turn_navigate_Navigation.status == STOP_Navidhation
port_inited[Target]:= true, O -~
ports[Target]:= true
exe!

!ports[Pose] /* uses (in) the port Pose of the component pom */ &&

ports[Target]

© Félix Ingrand, LAAS/CNRS, 2018

| Navigation &&




Verification with UPPML

/tar et
/* All ports are properly written before being read */ \g>

A[] (ports_read[p] imply ports write[p])

/* Navigation: bound between stop request and writing a
new target (to current pose) */

/* take advantage of the CT Navigation clock reset only
once (when sending the stop request)

to verify a bounded-response property without additional
processes*/

/* bound = 202.5 ms, verification time 442.256s, memory
consumption ~1lgb */

CT Navigation.Stop --> (GotoPosition 1 Navigation.ether
and CT Navigation.x<=2025)

/* absence of (service) deadlock */

/* verification time 40 to 60s each, memory consumption
~250mb */

Man navigate Navigation.manage -->

Man navigate Navigation.start

Man jio pom.manage --> Man io pom.start

Man filter pom.manage --> Man filter pom.start
Man push Localization.manage -->

Man push Localization.start

Man plan PotentialField.manage -->

Man plan PotentialField.start

Man pilot SafetyPilot.manage -->

Man pilot SafetyPilot.start

LAAS

oS _
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Verification with UPPAAL-SMC

v Statistical Model Checking extension to take into
account the probability transition in the service
automata

codel<start> nhfc_main_start(..) yield init;

codel<init> nhfc_main_init(..)yield pause::init, control;
codel<control> nhfc_main_control(..)yield pause::control;
codel<stop> mk_main_stop(..)yield ether;

nhfc: 1 transitions for main, from nhfc_start to nhfc_init.

nhfc: 134679 transitions for main, from nhfc_init to nhfc_pause_init.

nhfc: 1 transitions for main, from nhfc_init to nhfc_control.

nhfc: 379484 transitions for main, from nhfc_control to nhfc_pause_control.
nhfc: 1 transitions for main, from nhfc_stop to nhfc_ether.

nhfc: nhfc_main_start called: 1 times, wcet: 0.000293.

nhfc: nhfc_main_init called: 134680 times, wcet: 0.000018.

nhfc: nhfc_main_control called: 379484 times, wcet: 0.000035.

nhfc: mk_main_stop called: 1 times, wcet: 0.000019.

LAAS
CNRS

© Félix Ingrand, LAAS/CNRS, 2018

~

Functional Level 1

pom maneuver

Task: io 1ms Task: Task:

Services: Y plan ap exec 5ms

perm, add_me \ Services:  Services:
@e/ Goto perm

Task: filter 1ms WayPoint

Services: TakeOff

perm

nhfc

Task: main 1ms

mikrokopter
Task:

start
servo

start
nhfc_main
_start

0,293ms

interrupt

\

stop

mk_main_stop

0,019ms

| <:> initial state — 1>
—

init se
nhfc_main

_init 79
0,018ms

control
nhfc_main
_control

end of execution cycle
interruption signal

\ main 1ms
Services:
MU perm P
calibrate_imu

Task:
comm ap

Services:
erm

connect
monitor

18



/* Processes */

process buffer [ii: in packet, oo: out packet] is
states idle
var buff : queue 1 of packet := {II},
pkt: packet

from idle
select

/* getting new packet */

1i7pkt;

on not (full buff);

buff 1= enqueue (buff,pkk);
to idle
[0 /* putting first packet */
on not (empty buff);
oo! first buff;
buff := dequeue buff;
to idle
[0 /7* losing a packet */
wait [0,1];
on not (empty buff);
buff := dequeue buff;

// should be redundant but prevents
// queue exception if time-out too small

process receiver [mbuff: in packet, abuff: out packet] is

states rcve, ack
var rsn: seqno := false, m: packet := true
y/ rsn is expected sequence number
from rcve
mbuff? m;
if m = rsn then
/* also should deliver data to user */
rsn = not rsn;
to ack
else
// reject duplicate
to ack
end
from ack
abuff! m;
to rcve

/* Main component */

component abp 1is

Fiacre Model

example:
Alternate Bit

:(1)0:;1'(‘ port minp : packet in [0,0], P i
end mout : packet in [0,1], ro Oco
ainp : packet in [@,2],
process sender [mbuff: out packet, abuff: in packet] is aout : packet in [0,1]
states idle, send, waita par * in
var ssn, n: seqno := false // ssn is current seguence number sender [minp, aout]
from idle || buffer [minp, mout)
/* should also retrieve data from user */ Il buffer [ainp, aout]
to waita Il receiver [mout, ainp]
from send end  aout [0,1] ainp [0,2]
mbuff! ssn;
to waita
from waita minp}{0,0] mout [0,1] |
select & ¢
abuff? n; i
s & atn abuf N mbuf Xz ii mbuf X 7/ abuf
then ssn = not ssn \4 JARA / \ V \/ yARN
end; ssh ii? pk buf ii? pk il
to idle on not (full bur)
0 wait 14,53; ~abuf? n sk vty L - o ot Ml by N -
/° resend */ if n=ssn then P -=enq(bur,px);
to send ssn:= not'ssn
end
—
f\ abuf? m
_ idle i/CD mbuf? m
waita / Y if n=rsn then
mbuf! ssn ~— ~ rsn:= not rsn
wait [0,1] wait [0,1] '
on not (empty buf) on not (empty buf)
wait]4,5] on not (empty buf) but:=deglbub; on not (empty buf) buf:=deq(buf)
send oo! first buf oo! first buf
LAAS buf:=deq(bu); buf:=deq(bu);
Sender Buffer Receiver
CNRS - —

© Félix Ingrand, LAAS/CNRS, 2018
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ABP FIACRE example automatically translated

to Time Petri Net (TINA)

(0.1]

receiver_1_srcve

abp_1_pnout

[0.1]

bufft:_i_t?

buffer i _sidle

receiv 1_t0 Rer_1_t1

receiver_1_sack

®
abp_1_painp

0. receiver_1_t2 djuffer _2_t0

s
abp_1_pnout

[ol.o] receiver_1_tl buffer_1_t1
buffer 2. sidl

abp_1_pninp

bufFfer_ /{0_scndcr_1_t

e _1_swaita [0,1]) abp_1_paout

Q,A buffer_2_t2

buffer_2_t1_sender_1_t2
14.5]
sancer_1_t3
s r_1_t0

LAAS
CNRS
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GenoM to Fiacre

A template that produces the Fiacre
model of any GenoM specification
example:

|

. i :
= IR "SR Yt

4 Process Manager (&tlck booI ).Is.
-~ states start,’ manage ==
A from start ' [T
wait [0,0];.
onltick; — 4
tick :=false;] J
" -{:r(e ) /* no active.acfivity */
~thento start. .. .
else to manage‘end 'y
from manage
. ~wait [0,Q};, y
. ~/* execute one actgve activity */
Y no more—actlvmes )
--then.to start .

.

£

ST elseio manage end. M O d el c

. o

LAAS
CNRS

2"

@}

=

process timer ( &tlck.}bool) is
rstates start
fom start -'~,

wmuozoa POmm=

tick = true;
% to st]art =
- »
(-] _
—_ ey = - s l‘ ) ] '
'» ‘} - } { )

heckmg with TINA

(on the TPN equivalent model)

© Félix Ingrand, LAAS/CNRS, 2018

@nul Level
RWLSensor

Task:

sense 200 ms
Services:
CheckLight

UnstowSensor
StowSensor

ResetLightsSeq

LightLvl

Localization/PO
Task: io 10ms
Services:

perm, add_me

Task: filter
10ms

Services:
perm

=

Teleop j

Navigation

Task:

navigate 200 ms
Services:
GotoPosition

~ | GotoTarget

Stop

Task:

check 100ms -
Services: joystick
Teleop

Stop

/target

Nav
graph

PFCmd
PotentialField
Task:
plan 100ms
Services:
SetParams
StartTrackTargetPort
StopTrackTargetPort

w =

Teleop
Cmd

Attribute Service
Function Service
Activity Service

SafetyPilot

Task:

pilot 40ms
Services:
SetParams*

Stop
SpeedMergeAnd
AvoidObstacles

(om )

Sc@

GPSDriver IMUDriver RobotDriver LaserDriver
T TRt Z?E)kr;etry ;I:-Ec‘)?::'nand Task:
upda_te 100ms Update 100ms 25ms 40ms ann‘ 1 00.ms
Services: Services: Services: Services: ervices: .
SetParams* SetParams* TrackOdoS  TrackSpee SetParams”
ConnectDevice ConnectDevice tTarT . gStT ConnectDevice
Measure Measure o Oces d’;‘;:Pee Scan
Stop Stop StopScan




Current GenoM V&V templates

Middleware

: Online Online
Ofiline 5 coLibs ROS

@ 2 RT D-Finder i T
S E FIACRE r+ Under Dev  Under Dev
L UPPAAL +++
UPPAAL SMC ++

—— The BIP model is complete, but has been a disappointment with respect to RT D-Finder

—1  TheBIP- model for the BIP Engine is complete and functional

—— The Fiacre template is complete and tested on numerous modules (model over multiple modules and ports
communication), UPPAAL has a slight performance advantage.

—— Between Fincre and UPPAAL there are pros and cons (see M. Foughali’s PhD)

LAAS |
CNRS _~
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V&V of learned models...

'Machine learning is the new Al...

Learned

'Hard to extract a formal model... Models
but we should fry = L Eom
Proper environment modeling " Ca

Properly characterize the bound of the learned moi@

vvvvvvvvvvvvv

Consistency checking over different information chunnels

Safety bag around these components (run time Vﬁriﬂcuﬁa‘;l-r’]a:;\i%f

[1] D.Amodei, C. Olah, J. Steinhardt, P. Christiano, J. Schulman, and D. Mané, “Concrete Problems in Al Safety,” arXiv.org, 1606.06565v2,

vol. cs.Al. 21-Jun-2016. http://arxiv.org/abs/1606.06565v2
[2] S.A. Seshia, D. Sadigh, and S. S. Sastry, “Towards Verified Artificial Intelligence,” arXiv.org, 1606.08514v3 vol. cs.Al. 28-Jun-2016. http://

LAAS arxiv.orglabs/1606.085 | 4v3
CNRS

__/ © Félix Ingrand, LAAS/CNRS, 2018 23



http://arxiv.org/abs/1606.06565v2
http://arxiv.org/abs/1606.08514v3

Conclusion

~ When there are models... there is hope!

~ Adapt the model and the V&V techniques

' Try to keep the overall consistency

~ Al components are mostly OK (wrt formal V&V)

V&V and certification of “learned model” based components

remain a challenge

LAAS |
CNRS

— © Félix Ingrand, LAAS/CNRS, 2018
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Research agenda

—— FYI: NHTSA just allowed testing with cars without steering wheels... (level 4)

—— Deeper model (codel arguments, SDI, algo, check the codel, etc) & Run Time
Verification

—— Better linked models between functional level and decisional level (Planning/
Acting/Monitoring)

——— Address V&V of learned models

—— Human in the loop (uncontrollable model)

LAAS |
CNRS

— © Félix Ingrand, LAAS/CNRS, 2018

25



TO COMPLETE YOUR REGISTRATION, PLEASE.TELL US
WHETHER OR NOT THIS IMAGE (ONTAINS A STOP SIGN:

ANSWER QUICKLY—O0UR SELF-DRIVING
CAR 1S ALMOST AT THE INTERSECTION.

S0 MUCH OF "Al" 15 JUST FIGURING OUT WAYS
TO OFFLOAD WORK ONTO RANDOM STRANGERS.

Thanks to

Verimag: Jacques Combaz, Saddek Bensalem

LAAS: Anthony Mallet, Mohammed Foughali, Bernard Berthomieu,
Silvano Dal Zilio, Pierre Emanuel Hladik

LAAS
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